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Abstract: The rapid advancement of communication technology has led to the widespread use of 

Android devices, accompanied by an increasing number of security threats, including Trojan-Spy 

malware. This type of malware often disguises itself as a legitimate application while covertly 

collecting and transmitting sensitive data. This study analyzes the characteristics of Trojan-Spy 

malware on the Android OS using a reverse engineering approach. The analysis focuses on a real-

case sample, UndanganPernikahan.apk, which was distributed through WhatsApp using a social 

engineering. The research was conducted through several stages, including initialization, 

decompilation, static analysis, code reversing, behavioral analysis, and quantitative runtime 

evaluation. The main contribution of this study lies in the detailed characterization of a Trojan-Spy 

sample as an integrated threat, combining SMS interception, notification harvesting, remote 

command execution, and data exfiltration through a Telegram-based command-and-control 

channel. The findings also demonstrate how the malware conceals its activity through WebView-

based camouflage and control-flow manipulation. In addition, runtime analysis confirms that these 

malicious functions are actively executed and significantly impact system performance. These results 

show that reverse engineering is not only effective for identifying malware structure, but also for 

reconstructing its operational behavior in real-world attack scenarios, particularly those involving 

socially engineered distribution through messaging platforms. 
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1. Introduction 

The rapid advancement of information and communication technology has significantly 

accelerated the widespread use of mobile devices worldwide. The Android operating system, 

as an open-source platform and the most widely used mobile operating system, offers flexibility 

in application development and distribution through various channels, including the Google 

Play Store and third-party application stores. Statistically, the Android operating system is used 

by approximately 1.8 billion users worldwide [1]. In Indonesia, Android dominates the market 

share, reaching 88.46% [2]. Given this massive user base, cybersecurity risks have increased 

proportionally. Consequently, developers of malicious software, or malware, frequently target 

mobile users operating on the Android platform as primary victims of malware attacks [3]. 

Malicious software, commonly referred to as malware, is harmful software designed to damage 

systems, steal sensitive data, or provide unauthorized access to malicious actors [4]. On Android 

devices, malware often infiltrates systems through APK files that appear legitimate and non-

suspicious. Malware can be classified into several categories, including dangerous types such 

as viruses, worms, and Trojan horses, which may also create backdoors capable of stealing 

personal information or taking control of infected systems [5]. Trojan-Spy is a type of malware 

specifically designed to collect sensitive information from victim devices, such as login 
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credentials, text messages, call logs, and even banking information. This type of malware 

operates covertly and frequently disguises itself as a legitimate application, making it difficult 

to detect by users or standard security mechanisms. Trojan-Spy is often exploited for digital 

fraud through communication devices, which has become one of the most alarming forms of 

cybercrime in Indonesia. According to a national survey, more than 98.3% of respondents have 

been targeted by fraudulent messages, which frequently include malicious links containing 

malware [6]. These attacks are commonly distributed through popular applications such as 

WhatsApp, which is used by 90.9% of internet users in the country. The attack patterns typically 

involve sending messages containing links or APK-format files disguised as wedding 

invitations or package delivery tracking notifications [7]. This phenomenon demonstrates the 

vulnerability of smartphone users’ digital security to increasingly sophisticated malware 

attacks, highlighting the urgent need for comprehensive threat detection and cybersecurity 

analysis to effectively protect users. 

Malware analysis is conducted to identify characteristics, attack patterns, and protective 

measures in order to anticipate system infections, particularly within Android-based operating 

systems [8]. Common approaches to malware detection include signature-based and behavior-

based methods, both of which analyze suspicious activities performed by programs or 

applications. These approaches form a critical foundation for identifying and understanding 

cyber threats in greater depth [9]. Among the most widely used malware analysis techniques is 

reverse engineering, which involves deconstructing and systematically examining software 

[10]. The objective of this method is to extract embedded information from malware, uncover 

previously unknown details, and identify its characteristic patterns [11]. 

Previous studies provide important foundations for Android malware analysis research. 

Adnyana demonstrated that reverse engineering combined with static analysis is effective for 

identifying malware distributed through instant messaging platforms by analyzing APK 

structures and revealing infection mechanisms [12]. Similarly, Kurnai et al. applied a hybrid 

analysis approach combining static and dynamic techniques to examine malware development 

trends and behavioral characteristics using emulator-based environments and supporting 

forensic tools [13]. Despite these contributions, existing studies primarily focus on general 

malware analysis, methodological validation, or trend identification. Limited attention has been 

given to the detailed characterization of Trojan-Spy malware distributed through WhatsApp-

based social engineering attacks, particularly regarding how multiple malicious capabilities can 

be integrated within a single application. The combined implementation of SMS interception, 

notification harvesting, remote command execution, and messaging-based command-and-

control communication remains insufficiently explored in previous reverse-engineering 

research. Therefore, this study conducts a case-based analysis of a deceptive APK distributed 

via WhatsApp to examine Trojan-Spy malware as an integrated operational threat rather than 

an isolated malicious component. 

Based on the identified issues, supported by previous studies and the increasing prevalence of 

Trojan-Spy malware on Android devices, further in-depth and specific analysis of malware 

characteristics is required. This study aims to identify and analyze the characteristics of Trojan-

Spy malware on the Android operating system using a reverse engineering approach. By 

understanding its operational patterns, obfuscation techniques, and targeted data types, the 

findings of this research are expected to serve as a reference for the development of more 

effective malware detection and mitigation systems, as well as to contribute to the body of 

cybersecurity literature, particularly within the context of the Android operating system. 

2. Methods 
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The research methodology employed in this study applies a reverse engineering approach, 

which constitutes one of the fundamental techniques for understanding malware behavior. This 

approach is utilized to deconstruct and analyze malicious software by extracting relevant digital 

evidence [14]. It serves as a critical element in identifying how malware operates, recognizing 

patterns of malicious behavior, and obtaining essential information that can be further analyzed 

to support mitigation efforts against malware attacks on mobile devices, particularly those 

based on the Android platform [15]. Malware is often intentionally designed to evade security 

mechanisms and complicate traditional analytical processes. Therefore, reverse engineering 

represents a strategic solution for dismantling these protective layers and gaining a deeper 

understanding of the internal characteristics of malicious applications [16]. The research 

workflow is illustrated in the following figure. 

 
Figure 1. Research Flow 

A. Initialize 

At this stage, the researcher collects malware samples to be analyzed. The samples are in the 

form of APK (Android Package Kit) files, which constitute the standard file format used to 

distribute and install applications on the Android operating system [14]. This stage served as 

the initial entry point of the analysis process. The APK file, obtained from a WhatsApp-

distributed link, was first validated using VirusTotal to confirm whether the file exhibited 

suspicious characteristics before proceeding to deeper analysis. The sample was then recorded 

using its SHA-256 hash to maintain integrity during the analysis process. 

B. Decompilation 

The collected APK files cannot be directly interpreted because they consist of binary code 

(bytecode). Therefore, a decompilation process was required to convert the APK into a format 

that could be examined manually. In this study, JADX-GUI version 1.5.2 was used to 

reconstruct the Java source code and inspect the application package structure, classes, and 

methods associated with suspicious behavior. The decompiled output was then reviewed to 

identify the main components of the application and to determine which parts required deeper 

static examination [14]. 

C. Static Analysis 

Following the decompilation process, static analysis was conducted on the obtained source 

code. This analysis was performed without executing the application, relying instead on direct 

examination of the code [17]. This stage focused on examining the AndroidManifest.xml file, 

application components, imported libraries, hardcoded strings, and permission requests. The 

analysis was used to identify indicators commonly associated with malicious Android 

applications, such as access to SMS messages, background execution permissions, external 
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communication endpoints, and functions that could transmit data outside the device. The 

objective was to identify indications of malicious behavior, such as unauthorized access to 

personal data, suspicious permission requests, connections to external servers, and functions 

designed to transmit data outside the device. This stage made it possible to recognize malware 

behavior patterns before the application was executed in a controlled testing environment [17]. 

D. Code Reversing 

Code reversing was conducted to examine the internal execution flow of the application more 

deeply. This stage extended static analysis by tracing method relationships, control flow, and 

the use of classes that were not immediately visible during initial inspection. The purpose of 

this process was to uncover concealed logic, identify obfuscation patterns, and determine how 

the application executed its malicious functions [18]. In this study, code reversing was used to 

trace how the application redirected its entry point, handled SMS-related functions, and 

constructed outbound communication through dynamic strings or hidden routines. The analysis 

also focused on identifying structural techniques used to hide malicious behavior, such as alias 

activities, non-descriptive variable names, and the use of web content as a camouflage interface 

[18]. 

E. Behavior Analysis 

Behavioral analysis was performed by executing the malware sample within a controlled 

sandbox environment to directly observe runtime activities, including file system modification, 

network communication, and process behavior, which are essential for assessing the actual 

impact of malware on devices and user data [14]. he analysis employed Cuckoo Sandbox 2.0.7 

running on a Windows 11 (64-bit) host system, while the sample was executed in an isolated 

Android 10 emulator with Google services disabled and monitored network traffic. Runtime 

artifacts such as process logs, file system activity, network traffic, and SMS-related events were 

recorded during two execution sessions of approximately 25 minutes each. The application was 

actively interacted with to trigger potential malicious functions. Behaviors were classified as 

malicious when involving unauthorized SMS operations, persistent background execution, 

unsolicited external communication, or access to sensitive user data. The behavioral findings 

were subsequently correlated with static analysis and code reversing results to validate 

consistency and strengthen analytical reliability. 

3. Results and Discussion 

A. Initialize 

At the initial stage of this study, an identification and acquisition process was conducted on a 

file suspected of containing malware. The sample under examination was 

undanganpernikahan.apk, obtained through a link distributed via the instant messaging 

application WhatsApp. The file was disguised as a digital wedding invitation application. The 

selected sample represents a real-case Trojan-Spy attack distributed through WhatsApp using 

a social engineering approach in the form of a wedding invitation. This type of attack has been 

widely reported in Indonesia, making it relevant for in-depth case-based analysis. The 

initialization process involved analyzing the application’s metadata, the results of which are 

presented in the following table. In addition to metadata inspection, the sample was 

preliminarily analyzed using a VirusTotal scanning platform to confirm its malicious 

indication. The results showed that the file was flagged by multiple detection engines, 

supporting its classification as a suspicious application.\ 
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Table 1. Malware Application Metadata 

Filename Size (Mb) File Type SHA-256 Permission 

Undangan 

Pernikahan

   .apk 

4,61 Android 

(Executable, 

Mobile, Android, 

Apk) 

1c03adc2360a881a1a18

936c1dba4c3b57ddf923

04255e82aec585fb49ad0

515 

Android.permission.SE

ND_SMS 

Android.permission.RE

CEIVED_SMS 

Android.permission.R

AD_SMS 

This initialization stage is critical, as it establishes the foundation for determining whether the 

analyzed file warrants further investigation. The preliminary findings indicate that 

undanganpernikahan.apk employed a convincing name and presentation to avoid suspicion. Its 

distribution through WhatsApp suggests that the malware leveraged private social networks to 

accelerate its propagation. The presence of system permission requests that were not relevant 

to the application’s apparent functionality constitutes a strong indicator of potential malicious 

activity concealed behind its seemingly simple purpose. Based on these indicators, the file 

undanganpernikahan.apk was classified as a potential malware sample and deemed suitable for 

further examination through decompilation and subsequent static analysis in the following 

stages. From a threat analysis perspective, the combination of deceptive application naming, 

distribution via private messaging platforms, and the presence of unrelated sensitive 

permissions reflects a common social engineering strategy used in Trojan-Spy malware. Such 

attacks typically rely on user trust and informal communication channels to bypass traditional 

security awareness mechanisms. 

B. Decompilation 

At the decompilation stage, the APK file was converted into a human-readable source code 

format to facilitate analysis of the application’s internal structure and behavior. This process 

was conducted using JADX-GUI, a graphical user interface–based tool that enables interactive 

and efficient exploration of Java code extracted from APK files. The results of the 

decompilation process are presented in Figure 2. 

 
Figure 2. Decompilation Results 

Based on the decompilation results, the application exhibits a structured directory organization 

consisting of several core components. The main package uses the naming convention 

com.example.myapplication, which corresponds to the default package name generated by 

Android Studio and indicates that the application was likely developed rapidly without a clearly 

identifiable developer identity. The application contains primary classes, namely MainActivity 

and MainActivityAlias, which function as the main entry points during execution. In addition 

to these components, several supporting classes were identified within the main package, 
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including ReceiveSms, SendSMS, NotificationService, and multiple anonymous class 

implementations. The presence of these classes reflects a modular architecture in which 

different components are responsible for handling specific operational tasks such as SMS 

processing, notification monitoring, and background execution. The application also references 

several external libraries and supporting packages, including okhttp3, kotlin, coroutines, 

android.support.v4, and androidx, which are commonly used in Android application 

development and facilitate network communication and asynchronous processing. Structurally, 

the combination of specialized classes suggests a modular design frequently observed in 

Android malware, where data collection, command execution, and persistence mechanisms are 

separated into independent modules. The coexistence of MainActivity and MainActivityAlias 

further indicates potential manipulation of the application entry point to obscure the actual 

execution flow and conceal malicious logic during initial inspection. Moreover, the inclusion 

of networking libraries such as okhttp3 strengthens the indication of external communication 

capability, commonly associated with command-and-control (C2) operations. Overall, these 

structural characteristics demonstrate that the application operates not as a simple standalone 

program but as an integrated system supporting data interception, remote communication, and 

persistent background activity, forming the basis for subsequent static and behavioral analysis. 

C. Static Analyis 

Static analysis is a method of examining an APK file without executing the application. Its 

objective is to identify the application structure, requested permissions, and potentially 

malicious code segments that may indicate suspicious activity. The following presents the 

results of the static analysis conducted on the file Undangan Pernikahan.apk. 

1. AndroidManifest.xml 

The AndroidManifest.xml file is the primary configuration file in an Android application. It 

declares the application components and the permissions required for execution. Based on 

the decompilation results, this file requests several sensitive permissions that pose potential 

risks to user privacy. The contents of the AndroidManifest.xml file are illustrated in the 

following figure. 

 
Figure 3. Permission on AndroidManifest.xml 

Based on Figure 3, the malware requests eight permissions. These permissions include: 

RECEIVE_SMS (line 15), READ_SMS (line 22), SEND_SMS (line 25), INTERNET (line 19), 

ACCESS_NETWORK_STATE (line 31), RECEIVE_BOOT_COMPLETED (line 34), 

WAKE_LOCK (line 28), and FOREGROUND_SERVICE (line 37). The RECEIVE_SMS 

permission allows the application to receive incoming SMS messages. The READ_SMS 

permission enables the application to read SMS content. The SEND_SMS permission allows 

the application to send SMS messages without user confirmation. The INTERNET 
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permission grants full internet access. The ACCESS_NETWORK_STATE permission enables 

the application to monitor the device’s network status. The 

RECEIVE_BOOT_COMPLETED permission allows the application to automatically 

execute when the device finishes booting. The WAKE_LOCK permission prevents the device 

from entering sleep mode. The FOREGROUND_SERVICE permission enables the 

application to run continuously in the foreground. The combination of these permissions 

indicates a high potential for abuse, particularly in relation to unauthorized SMS 

interception, data transmission, and persistent background activity. 

2. MainActivity.java 

The MainActivity.java file functions as the entry point of the application. The analysis 

identified several suspicious behaviors within this component. A screenshot of the 

MainActivity content is presented in the following figure. 

 
Figure 4. MainActivity.java onReceive Function 

The application explicitly requests permission to read and send SMS messages at runtime. 

In addition, it captures notifications from other applications using a broadcast receiver 

mechanism. The intercepted notifications include the package name, title, and text content 

from other applications. Subsequently, the collected data are transmitted to an external server 

via the Telegram Bot API using the URL: 

https://api.telegram.org/bot6817255304:AAGrKP47SpbAnIu7GyKITnA6OgLmK4q3Y/se

ndMessage. Furthermore, the application embeds commands to send promotional SMS 

messages to specific numbers without user interaction. If the user denies the requested 

permissions, the application continues to transmit device information, such as brand and 

model, to Telegram before forcibly terminating itself. This behavior demonstrates an 

intentional design to exfiltrate data regardless of user consent. 

3. SendSMS.java 

The SendSMS.java file operates as a receiver activated when the device receives an 

incoming SMS. Several concealed functionalities were identified during analysis. A 

screenshot of the relevant functions is shown below. 

 
Figure 5. SendSMS.java Function 

https://api.telegram.org/bot6817255304:AAGrKP47SpbAnIu7GyKITnA6OgLmK4q3Y/sendMessage
https://api.telegram.org/bot6817255304:AAGrKP47SpbAnIu7GyKITnA6OgLmK4q3Y/sendMessage
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The static analysis of SendSMS.java reveals that this component is capable of receiving 

instructions via SMS and automatically executing SMS transmissions to other numbers. 

These actions are performed covertly, without direct user interaction. The class is 

designed to monitor all incoming SMS messages. If a received message follows a 

specific pattern comprising three segments separated by commas, with the first segment 

containing a predefined command code (e.g., “55555”)—the application interprets it as 

a remote command. The second segment specifies the destination number, while the 

third segment defines the message content to be sent. Upon execution of the SMS 

transmission, the application also reports the successful execution of the command to a 

third party through the Telegram API. The report includes the destination number and 

the transmitted message content, without the user’s knowledge. This functionality 

indicates that SendSMS.java does not function merely as a passive listener but rather as 

a remote command executor. Such capabilities enable the application to be exploited for 

fraudulent activities, spam distribution, or the dissemination of misleading information 

from the victim’s device. 

4. ReceiveSMS.java 

The ReceiveSms.java file also manages SMS reception, but with a primary focus on 

collecting device information and SMS content. A screenshot of the relevant function is 

presented below. 

 
Figure 6. ReceiveSMS.java Function 

The static analysis of ReceiveSms.java indicates that the application actively monitors 

incoming SMS messages. Upon receipt of a message, it reads both the message content and 

the sender’s number without the user’s awareness. The collected data are processed, 

reformatted, and subsequently transmitted to a third party through an online communication 

service. In addition to intercepting SMS content, the application accesses extensive device 

information, including system identity, brand, model, and other hardware and software 

configuration data. This data collection occurs without a transparent authorization 

mechanism and is unrelated to the application’s apparent function from a typical user 

perspective. All gathered data are transmitted to an external server associated with the 

Telegram platform through automatically generated network requests. This transmission 

occurs silently in the background, without user notification, raising serious concerns 

regarding privacy and data security. Overall, these findings confirm that ReceiveSms.java 

plays a central role in the application’s surveillance architecture, functioning primarily to 

collect and unlawfully transmit user data beyond the device. 
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D. Code Reversing 

The code reversing stage was conducted to examine in greater depth the concealed logic 

embedded within the analyzed application. After decompilation and static analysis, several 

components were found to be structured in a way that obscures their actual behavior during 

initial inspection. Reverse tracing was therefore used to reconstruct the execution flow and to 

identify how control is transferred between components at runtime. One of the key findings was 

the use of the MainActivityAlias class as an alternative entry point. 

 
Figure 7. MainActivityAlias Class 

At first glance, MainActivityAlias appears to function as a standard interface component by 

displaying content through a WebView. However, further analysis shows that this class is 

responsible for initiating Device Administrator activation, which grants elevated privileges and 

makes the application more difficult to remove once installed. In addition, the application 

disables MainActivity via the PackageManager and activates MainActivityAlias as its 

replacement. This behavior alters the normal control flow and shifts the operational entry point 

away from the primary class, making the malicious logic less visible during initial analysis. The 

use of a WebView interface also contributes to the application’s ability to remain unnoticed. 

The displayed content gives the impression of a legitimate application, while background 

components continue executing without clear user awareness. This separation between visible 

functionality and hidden processes allows the application to maintain its activity while reducing 

the likelihood of user suspicion. 

 
Figure 8. Command and Control by Telegram Bot API 

Reverse analysis also confirms that the application performs outbound communication through 

the Telegram Bot API. Data collected from the device, including notification content and 

system information, are transmitted to an external endpoint defined within the application code. 

The use of a public messaging platform for communication allows the malware to operate 

through infrastructure that is generally considered legitimate, which can reduce the 

effectiveness of basic detection mechanisms. Although no complex encryption mechanisms 

were identified, the application applies several simple obfuscation techniques. These include 

the use of non-descriptive variable names, indirect control flow through alias components, and 

dynamic string manipulation methods such as replace and split. While these techniques are 

relatively basic, they are sufficient to reduce code readability and complicate automated 

analysis. Overall, the reversing results indicate that the application is designed not only to 

conceal its behavior, but also to maintain execution and avoid straightforward detection. 

E. Behavior Analysis 

The behavioral analysis stage was conducted to observe the actual activities performed by the 

UndanganPernikahan.apk application during execution within a controlled testing 

environment. This process aimed to identify the application’s real impact on the system, user 

data, and network communications while the application was active. The application was 
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executed in a fully controlled sandbox environment to prevent infection of the primary system. 

The observation results are presented in the following table. 

 
Table 2. Malware Behavior Observation Results 

No Activity Type Description Impact 

1 Requesting SMS 

permissions and 

transmitting data to C2 

• Requests RECEIVE_SMS and 

SEND_SMS permissions. 

• Sends notification and SMS data to 

the C2 server via Telegram API. 

• Automatically sends promotional 

SMS messages. 

• Theft of SMS and 

notification data. 

• Abuse of SMS for 

fraudulent activities. 

2 Displaying web page 

(WebView) 

• Uses WebView with JavaScript to 

load specific URLs. 

• Loads https://www.google.com as 

camouflage. 

• Concealment of 

malicious activities. 

3 Requesting device 

administrator privileges 

• Requests device administrator 

permission. 

• Adjusts component visibility to hide 

primary activities. 

• Full control through 

device administrator 

privileges. 

• Concealment of 

application traces. 

4 Monitoring system 

notifications 

• Monitors system notifications. 

• Extracts data such as title, text, and 

package ID. 

• Sends notification data via 

BroadcastReceiver. 

• Theft of sensitive 

notification data. 

• Tracking user activity 

across other applications. 

5 Intercepting and 

transmitting incoming 

SMS 

• Captures incoming SMS messages. 

• Extracts sender number and 

message content. 

• Sends SMS data to the C2 server 

via Telegram API. 

• Collects device information. 

• Theft of sensitive SMS 

data. 

• Device profiling for 

further targeting. 

6 Sending SMS based on 

remote commands 

• Captures incoming SMS with 

specific format (code 55555). 

• Sends SMS to designated numbers 

based on instructions. 

• Reports successful SMS 

transmission to the C2 server. 

• Abuse of SMS for 

fraud or malware 

distribution. 

• Remote command 

execution via SMS. 

 

Based on sandbox execution results, the behaviors in Table 2 were confirmed through runtime 

artifacts generated during analysis. Network logs showed repeated HTTP requests to the 

Telegram Bot API, indicating that the application actively transmitted collected data to an 

external server during execution. Runtime traces also confirmed SMS interception and 

handling, as incoming messages were processed automatically without user interaction in a 

manner consistent with the ReceiveSms and SendSMS classes. Outgoing SMS activity was 

likewise observed, showing that the malware could send messages autonomously. In addition, 

notification monitoring was verified through logs indicating access to notification content from 

other applications, including message text and originating package, which were prepared for 

transmission. This demonstrates that the application does not merely observe system events but 

also extracts and uses sensitive user information. The attempt to obtain device administrator 

privileges was also reflected in runtime activity, where the application triggered a permission 

request during execution. This behavior is consistent with the control-flow manipulation 

identified during code reversing and suggests an effort to maintain persistence and control over 

the device. Remote command execution was further validated by SMS patterns matching the 
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predefined command structure embedded in the code. When such messages were processed, 

corresponding outbound SMS activity was recorded, confirming the presence of a command-

and-control mechanism for remotely triggering actions on the infected device. To ensure 

reliability, the analysis was repeated under identical sandbox conditions, and the same 

behavioral patterns were consistently observed across runs. Overall, the dynamic analysis 

shows that UndanganPernikahan.apk functions as an active Trojan-Spy malware with data 

exfiltration, surveillance, and remote command execution capabilities. The use of a legitimate 

communication platform also helps the malware blend in with normal traffic and evade basic 

detection. 

F. Quantitative Analysis of System Behavior 

To verify that the malicious behavior of UndanganPernikahan.apk extended beyond code-level 

findings, a quantitative evaluation was conducted to measure its runtime impact on system 

performance. Device conditions before infection were compared with those during malware 

execution under identical controlled settings. Observations were performed in two execution 

sessions of approximately 25 minutes using the same device configuration, with non-essential 

background services minimized to reduce interference. CPU usage, RAM consumption, battery 

usage, outbound network traffic, C2 communication frequency, and unauthorized SMS activity 

were monitored continuously. Performance metrics represent average values recorded during 

each session, while network and SMS activities were derived from sandbox logs and runtime 

traces. The comparison results are presented in the following table. 
Table 3. Comparison of System Parameters Before and After Infection 

Parameter Pre Infection Post Infection 

Average CPU Usage (%) 12.3 28.7 

RAM Usage (MB) 615 812 

Battery Consumption (%/hour) 3.2 5.1 

Outbound Data (KB/minute) 5.4 156.8 

Number of C2 Connections 0 42 

Unauthorized Outgoing SMS 0 7 

 

Based on Table 3, the post-infection condition demonstrates a significant deviation from the 

baseline across all monitored parameters, indicating continuous background activity during 

malware execution. Increased CPU usage, RAM consumption, and battery drain reflect 

persistent processing and network operations consistent with the behavioral analysis results. 

The most notable changes appear in outbound network traffic and the number of C2 

connections, confirming repeated data transmission to an external server via the Telegram API. 

The presence of unauthorized outgoing SMS further validates the remote command execution 

capability identified during reversing and behavioral analysis. The alignment between 

quantitative measurements and code-level findings strengthens the validity of the analysis, 

demonstrating that the malware actively impacts system performance and compromises user 

security during runtime. 

4. Conclusions 

This study examined the characteristics of Android Trojan-Spy malware through a reverse 
engineering approach using the case of UndanganPernikahan.apk, a deceptive APK distributed 

through WhatsApp based social engineering. The analysis was conducted through initialization, 

decompilation, static analysis, code reversing, behavioral analysis, and quantitative 

measurement to reconstruct the malware’s internal structure and runtime behavior. The main 

contribution of this study is a case-based operational profile of a socially engineered Android 

Trojan-Spy sample, showing how a single application can integrate SMS interception, 

notification harvesting, remote command execution, and data exfiltration through Telegram-

based communication. The findings also show how the malware conceals its behavior through 
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alias activities, WebView camouflage, and lightweight obfuscation techniques. Rather than 

only confirming that reverse engineering is useful for malware analysis, this study demonstrates 

how reverse engineering can expose the full operational chain of a Trojan-Spy threat distributed 

through a realistic social engineering vector. These results may support future malware 

detection, mobile security monitoring, and defensive analysis against similar Android threats. 
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