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Abstract: This research aims to implement Security Information and Event Management (SIEM)
using Wazuh on the Bina Darma University server for real-time network security monitoring. The
research uses the Action Research method with planning, action, observation and reflection stages.
Testing was carried out using three attack scenarios, namely Brute Force, SYN Flood, and SQL
Injection on Windows and Ubuntu based virtual machine environments. The research results show
that Wazuh succeeded in detecting four attempted Brute Force attacks, a real-time SQL Injection
attack, and a SYN Flood attack with the help of Suricata. Telegram Bot integration successfully
sends automatic notifications on Brute Force attacks. Performance testing showed CPU usage
increased from 15% to 60% during the attack, while memory usage remained stable. This research
is still limited to a simulation environment with a limited number of endpoints
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1. Introduction

Easy access to data and information without adequate awareness of information security can
create threats that may arise at any time on servers managed by individuals or organizations,
including government institutions, educational institutions, and businesses. Data and
information are closely related because information cannot be generated without data, while
data becomes meaningless without proper information processing. Therefore, protecting data
and information within an organization is essential to maintain confidentiality, integrity, and
availability of information assets [1].

Cyberattacks such as brute force, Distributed Denial of Service (DDoS), SQL Injection,
malware, and unauthorized access can disrupt services and cause significant losses to
organizations. One of the major cybersecurity incidents in 2024 involved UnitedHealth Group,
which experienced a ransomware attack that disrupted healthcare payment systems nationwide
for several weeks. The attackers gained access through stolen credentials and exploited
vulnerabilities within the organization’s infrastructure. This incident demonstrates that
inadequate security monitoring systems can increase risks to information technology
infrastructure. Similar risks may also occur in university server environments that store
important academic and administrative data and require continuous security monitoring.

To improve server infrastructure security, a monitoring system capable of detecting threats in
real time is required. One of the technologies that can be implemented is Security Information
and Event Management (SIEM). SIEM is designed to collect, analyze, and monitor security
logs from various network devices, servers, and applications in a centralized manner. This
technology enables administrators to identify suspicious activities, detect cyberattacks, and
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respond to incidents more effectively. One of the widely used open-source SIEM platforms is
Wazuh because it provides features such as log monitoring, intrusion detection, file integrity
monitoring, vulnerability detection, and real-time security analysis.

Several previous studies have discussed the implementation of SIEM using Wazuh for network
security monitoring. However, most previous studies mainly focused on log monitoring and
basic attack detection without integrating real-time notification systems for administrators. In
addition, previous research was generally conducted in small-scale laboratory or enterprise
environments and has not been widely implemented in university server ecosystems with
different network traffic characteristics. Previous studies also tended to focus only on attack
detection analysis without evaluating system performance during monitoring activities.

Research conducted by Citra Arfanudin (2019) showed that SIEM implementation could
provide information regarding attacks occurring on routers to security administrators. However,
not all attacks were successfully detected by the SIEM system [3]. Only DHCP Starvation,
DHCP Rogue, SSH Bruteforce, and FTP Bruteforce attacks were recognized, while MAC
Flooding, ARP Poisoning, CDP Flooding, and SYN Flooding attacks could not be detected
because the router failed to send logs to the SIEM server. These limitations indicate that SIEM
effectiveness is highly dependent on log collection mechanisms and system integration.

Based on these problems, this research focuses on implementing SIEM using Wazuh integrated
with Telegram Bot to provide real-time attack notifications to administrators. The study was
conducted within the server environment of Bina Darma University by testing several attack
scenarios, including brute force, SYN Flood, and SQL Injection attacks. The contribution of
this research lies in the implementation of SIEM within a university server environment, the
integration of centralized real-time alert notifications, and the evaluation of system performance
during attack detection processes. Through the implementation of Wazuh SIEM, server
administrators are expected to perform security monitoring more effectively [16], quickly, and
centrally so that potential cyber threats can be detected earlier before causing disruptions to
university server services.

2. Literature Review

A. Cybersecurity and Information Security

Cybersecurity refers to technologies, policies, and security mechanisms used to protect systems,
networks, servers, and digital assets from cyber threats and unauthorized access [4].
Information security focuses on protecting information assets to maintain confidentiality,
integrity, and availability of data. According to ISO/IEC 17799:2005, information security aims
to minimize risks and ensure business continuity [5]. Organizations rely on computer networks
to support operational activities, making network security an important aspect of protecting
valuable information assets from cyberattacks [6].

B. Types of Attacks

This research focuses on three attack scenarios used during the testing process, namely Brute
Force, SYN Flood, and SQL Injection attacks.
1. Brute Force Attack
A Brute Force attack is performed by repeatedly trying combinations of usernames
and passwords to gain unauthorized access to a system.
2. SYN Flood Attack
SYN Flood is a type of DDoS attack that overloads server resources by continuously
sending SYN packets without completing the TCP connection process.
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3. SQL Injection Attack
SQL Injection exploits vulnerabilities in database queries by inserting malicious SQL
commands to access or manipulate database information illegally.

C. Security Information and Event Management (SIEM)

Security Information and Event Management (SIEM) is a system used to collect, monitor, and
analyze security logs from multiple devices in a centralized manner [8]. SIEM helps
administrators detect suspicious activities and respond to security incidents more effectively.
One of the widely used open-source SIEM platforms is Wazuh. Wazuh provides features such
as log monitoring, intrusion detection, file integrity monitoring, and real-time alert management

[9].
D. Previous Research Comparison
Several previous studies have implemented SIEM for security monitoring; however, most

focused only on basic log monitoring and attack detection without real-time notification
integration or performance evaluation.

Researcher Tools Attack Types Results
él(’;r{;lg?rfanudm SIEM DHCP, SSH Bruteforce Some attacks detected
Previous Research Wazuh Intrusion Detection Centralized monitoring

Wazuh + Brute Force, SYN Flood, SQL Real-time monitoring and alert

This Research Telegram Injection notification

Based on previous studies, this research contributes by implementing Wazuh integrated with
Telegram Bot within a university server environment and evaluating its capability to detect
cyberattacks in real time.

3. Methods

This study uses the Action Research method, which consists of four stages: planning, action,
observation, and reflection. The research aims to implement and analyze Wazuh within the
DSTI server environment of Bina Darma University for real-time security monitoring and
attack detection. The experimental environment consisted of one Wazuh Server, 20 endpoint
devices (10 Windows and 10 Ubuntu), and one attacker machine using Kali Linux. The SIEM
system was implemented by installing Wazuh Server, Wazuh Dashboard, and Wazuh Agents,
followed by Telegram Bot integration for real-time alert notifications. Several attack
simulations were conducted, including Brute Force, SYN Flood, and SQL Injection attacks
using penetration testing tools such as Hydra, hping3, and SQLMap. During the observation
stage, system logs, alerts, CPU usage, memory usage, and detection performance were
monitored through the Wazuh Dashboard.The reflection stage evaluated the effectiveness of
Wazuh in detecting cyberattacks and supporting centralized security monitoring within the
university server environment.

4. Results and Discussion

Research Design

In this research simulation, a server was designed using a virtual machine with Windows and
Ubuntu operating systems. The topology used consisted of a server with SIEM Wazuh Server
installed, a client PC (Wazuh Agent) and an attacker PC (penetration testing).
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Figure 1. Network Topology Design

Based on Figure 1, the simulation uses the main component of Wazuh Server (SIEM &
Manager), a central server that is responsible for managing agents, receiving logs, performing
security analysis, and displaying monitoring results on the dashboard. Functions as a core SIEM
on a PC Client system with Wazuh Agent. Consisting of 20 endpoints divided into 10 Windows
installed. Wazuh Agent specifically for the Windows operating system. This agent sends system
logs, event logs, application processes, and user activities to the 10 Ubuntu/Linux servers
installed. Wazuh Agent for Linux. This agent records kernel logs, system services, SSH logins,
and other activities. All clients are connected to the Wazuh Server via an internal network using
the default protocol. PC Attacker (Pentest Tools) acts as an attacker or penetration tester. Used
to simulate attacks (e.g., port scanning, SSH/SMB brute force, SQL injection, malware
injection). Attacks are directed at the PC Client (Windows/Ubuntu) so that its activities will be
recorded by the Wazuh Agent, then forwarded to the Wazuh Server.

Wazuh Indexer
Perform the installation of the Wazuh Indexer server which acts as a storage and processor of
security data and logs obtained from the Wazuh Server.

PC Client
(Wazuh Agent)

hd

Wazuh Server
(Manager)

h 4

Wazuh Indexer
(OpenSearch)

A 4

Wazuh Dashboard
(U1

Figure 2. Initial Configuration

Make changes to the Wazuh Indexer configuration file by looking at the server IP address.
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[rootBwazuh—-server wazuh—userl# ip a
1: <LO0OPBACK,UP,LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOWN group defaul
t glen 1000
link~loopback brd
inet ~8 =cope host lo
valid_I1ft forever preferred_l1ft forever
inetb #128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state grou
p default glen 1000
link~ether brd
altname enpOs17
inet 24 metric 1024 brd scope global dynamic etho
valid_1ft 3543sec preferred_1ft 3513szec
inet6 »641 =cope link proto kernel_11
valid_1ft forever preferred_lft forever
[rootBwazuh—-server wazuh—user 14

ISSN : 2527-9866

Figure 3. Wazuh IP Configuration

Enable and start the Wazuh Indexer and initialize the cluster on any indexer node. Wazuh loads
the new certificate information and starts the cluster.

Wazuh Server

Run the assistant with the wazuh-server option followed by the node name to install the Wazuh
server.

BEENSSE SN

..........

Figure 4. Wazuh Server Installation

Wazuh Dashboard

Install the Wazuh Dashboard as a user interface to display security data reports obtained from
the Wazuh Indexer and analyzed by the Wazuh Server. Activate and start the Wazuh
Dashboard. Access the Wazuh Dashboard using the IP address of the previously configured
server.
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wazuh

The Open Source Security Platform

Figure 5 Wazuh Login Page
Here is the Wazuh Dashboard display:

AGENTS SUMMARY

LAST 24 HOURS ALERTS

Critical severity High severity Medium severity Low severity
@ Disconnected (17)
0 331 1,391
Rule level 15 or higher Rule level 12 to 14 Rule level 7 to 11 Rule level 0 to &

ENDPOINT SECURITY

THREAT INTELLIGENCE

{‘é} Configurati
Scan you
cor

a
o

audit,

Fugure 6. Wazuh Dashboard View

Wazuh Agent

Installing Wazuh Agent on the monitored server to obtain security data, such as logs, system

activity and other security information. Here are the steps for installing Wazuh Agent on a
Windows endpoint.:

First, select the operating system on which the wazuh agent will be installed.

Deploy new agent

’ Select the package to download and install on your system:

A unux =5 WINDOWS & macos

| @ For additional systems and architectures, please check our documentation (2.

@ serveradaress:

Figure 7. Wazuh Agent Deploy View
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After successfully installing the Wazuh Agent on a server, it collects information and data on
system and network activity on that server. This information can include system logs, files,
open ports, user activity, and more.

Wazuh Integration with Telegram

To simplify system administrators' work, attack notifications were created using a Telegram
chatbot to send real-time notifications when an attack occurs. Here are the steps for integrating
Wazuh into the Telegram chatbot.

=
‘

Wazuh Server internet Telegram API

Figure 8. Telegram Bot Integration System

First, create a Telegram Bot using APl KEY and CHAT ID using BotFather Telegram.

72 4BO - R LT

BotFather #

Figure 9. BotFather Telegram

Start a BotFather chat with the /start command, then BotFather will reply by asking for a name
for the bot it will create. Once the name is correct and approved, BotFather will send an API
key, which we will use to integrate with the Wazuh server..

Security Attack Testing

BruteForce

Bruteforce testing was applied to the Wazuh Agent to attack username and password
combinations (login failures). The login failure process was carried out by randomly changing
usernames and passwords through trial and error, resulting in user access to the server being
blocked. In this test, a bruteforce attack was carried out on the gateway of one of the agents that
had a web server installed. The first step was to open the DVWA website previously installed
on the Wazuh agent and attempt to log in using various login combinations, such as usernames
and passwords.
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@ 49 Whatsapp

= W Threat Hunting a) o
ik
timestamp per 30 minutes
907 hits.
Feb 11, 2026 @ 07:47:17.518 - Feb 12, 2026 @ 07:47:17.518

% Export Formatted 18 759 available fields ® Columns £ Density & 1fields sorted (3 Full screen
+ timestamp v agent.name v rule.description v rulelevel v ruleid
@ Feb12,20 1:389.. VMendpoint Sut login during non-business hours. 9 17101
( VMendpoint 9 17101
@ VMendpoint 3 5402
R VMendpoint 9 17101
5 VMendpoint 9 17101

Figure 10. Bruteforce Test Results

The image above shows the results of a brute force attack test, namely a failed login attempt
using an invalid username or password.

10.22.66.236/2pp/thre - ew/tab= ew=events&_a=(ilt tate'(store:appState). meta:(alia edifindecwazuh-al.. % @

[ Al Bookmarks

VMendpoint Successful login during non-business hours. 9 17101
VMendpoint Successful login during non-business hours. 9 17101
VMendpoint Successful sudo to ROOT executed. 3 5402
VMendpoint Successful login during 9 17101
VMendpoint Successful login during n 9 17101
VMendpoint File added to the s; 5 554
VMendpoint File added to th 5 554
VMendpoint d to the system. 5 554
VMendpoint d to the system. 5 554
VMendpoint File added to the system. 5 554
VMendpoint d to the system. 5 554
VMendpoint e system. 5 554
VMendpoint 0 the system. 5 554
VMendpoint File added to the system. 5 554

Figure 11. Request Time Out (RTO) Test Results

The image above shows the test results which indicate a Request Time Out (RTO), which is a
condition where the internet connection is interrupted when the user tries to access the server.

or.

<« . deriubdtelegram_bot

15 Rule ID:
Level: 5

Description:
d: Attempt to login using a non-e;

Username: user
@ Source IP: 10
t

1B Rule ID: 5710
Level: 5

Figure 12. Wazuh Telegram Bot Notification
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The image above shows the notification results on the Telegram bot that has been integrated
with Wazuh.

DoS Attack (SYN Flood)

SYN Flood is a DoS attack that aims to disrupt server performance by sending fake SYN
requests. In this test, a SYN Flood attack was carried out against the Wazuh Agent. This attack
was carried out using Ubuntu using the command:

hping3 -S —flood -p 22 102266236

Figure 13. SYN Flood Attack

Below are several explanations regarding the function of each word in the command:

1.
2.
3.

4.

oo

"sudo" is a command to give access permission to the superuser to execute commands..
“hping3” is used to send network packets and test attacks on the network..

“-S” is used to send SYN-signed packets in the TCP protocol. This command can also be
used to perform SYN flooding attacks.

“--flood” is a command to activate flooding mode on hping3 which sends a high number of
network packets at high speed to a specified target.

“-p” is a command to display detailed information about each packet sent and received.
“-p 20” is the command to determine the target port for the attack.

“102266236” is the IP address of the wazuh agent that was the target of the attack.

Time Path Action Rule description RuleLev.. Ruleld

Feb 12,2026 @ TR 5 dd File added to the syst 5 554
ded e adde m : .
07:11:56.216 i s = ‘ R ) N
Feb 12,2026 @ Jusr/sbinfmak - id File ad to th t 5 554
e d added V! m. E g
i usr/sbin/make-ssl-cer added ile added to the systen 2 L
Feb 12,2026 @

st/shin/apache2ct! added File added to the system 5 554
07:11:56.206 Jusr/sbin/apache2cf e i e system. 5 5

Feb 12,2026 @

07:11:56.187 Jus/sbin/phpdismod added File added to the system. 5 554

Figure 14. SYN Flood Test Results

The image above shows the test results that the Wazuh Dashboard has detected a DoS attack
that detects attacks against MySQL.
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SQL Injection

SQL Injection is an attack that intentionally inserts an SQL query command to obtain data from
a database. To increase the effectiveness of the attack, attackers typically use tools such as
SQLmap, available in the Kali Linux operating system, which allows for automated SQL
injection attacks. In this test, an attack was carried out on the Wazuh Agent, the DVWA website
installed on the local server https://102266243/DVWA, using the command:

sqlmap -u "http://102266243/DVWA/vulnerabilities/sqli/?id=1&Submit= Submit" --

cookie="security=low; PHPSESSID=ISI_SESSION_KAMU" --dbs

o ooty ome/der - o X

Figure 15. SQL Injection Attack

Below are several explanations regarding the function of each word in the command:
1. “Sqlmap” is a command to automatically exploit SQL Injection vulnerabilities.
2. “-u”is the command to set a URL Address.

3. "https://102266243" is the URL address of the website you want to test.

4. “—dbs” is a command to count available databases.

Vulnerabilities Software

= W

938 0 0 9

Figure 16. Vulnerabilities Software
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The image above shows the results of software vulnerabilities which state that the Wazuh
Dashboard detected software that has vulnerabilities, namely the VCL media player which has
high/critical vulnerabilities with the highest CVSS (Common Vulnerability Scoring System)
score of 98..

Performance Testing

Performance testing is performed to measure the state of the device when receiving an attack,
and compare it with the state before the device received the attack. Performance testing is
performed on two different devices, namely CPU and Memory. Based on the analysis and
discussion of CPU performance under normal conditions or before the attack occurred, it is in
the range of 00% to 15%, this percentage indicates that the CPU is in normal condition. Then,
after several different attack attempts, the percentage of CPU usage is known to increase to
60%. This indicates that CPU performance increases due to attack activity from users. The
increase in CPU load occurs following the large number of events (attacks) that occur at one
time against the agent, including several attacks from the public that are detected based on
monitoring results on the Wazuh agent and considering several other factors that may occur in
the operating system.

5. Conclusion

Conclusion

This research aims to implement and analyze SIEM in the Bina Darma University server

ecosystem using Wazuh to manage and monitor security on a network, thus providing

convenience in obtaining and collecting network traffic information in real time.

a. This research successfully implemented Wazuh as a tool to effectively manage and monitor
security on the studied network. Using Wazuh, the research demonstrated the system's
ability to detect and respond to potential security threats. Several attacks, such as brute force
attacks, DoS attacks, and SQL injections, were successfully detected by Wazuh, meeting
the research's expectations.

b. Visualization based on network incident logs provides a better understanding of security
patterns. Thus, the research has achieved its goal of producing a graphical representation of
incident logs that can help users identify security threats more effectively.

c. The integration of Wazuh app findings with a Telegram bot as an alert system provides real -
time responses to potential security threats. This increases efficiency in responding to
detected security incidents.

d. During the attack, the CPU performance percentage increased from 00%-15% to 00%-60%.
This was influenced by the number of activity events occurring within the server, which
increased the CPU workload. Meanwhile, memory performance measurements under
normal conditions ranged from 00%-400%. This indicates that memory performance
remained normal, with the same write speed, regardless of server conditions.

Suggestions

The suggestions given in this research are as follows:

a. Wazuh functionality enhancements are recommended for further research. Developing new
features or customizing them to meet the specific needs of a particular network environment
could be a focus of research..

b. Log Visualization Optimization: Further research is needed to optimize incident log
visualization. Improvements in graphical representation and data analysis can help users
more easily understand and respond to security threats..

c. Integration Expansion with Other Platforms, research may involve further exploration
regarding Wazuh integration with other platforms besides Telegram Integrating the system
with various platforms can increase the flexibility and usability of the application.
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d. Further Case Studies: As an additional suggestion, further research could involve further
case studies with more complex scenarios or larger networks. This could help test and
develop the Wazuh application in a broader context.
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